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ABSTRACT: A power efficient location conscious clone detection protocol in densely deployed in WSNs that could 
assure hit clone assault detection and preserve exceptional network lifetime. Mainly the information of sensors is used 
and randomly selected to witness the hoop region to confirm the legitimacy of sensors and to record detected clone 
attacks. The ring structure facilitates power efficient statistics forwarding alongside the direction closer to witnesses 
and the sink. In this paper we propose an energy efficient clone detection protocol in densely deployed WSNs, which 
can guarantee successful clone attack detection and maintain satisfactory network lifetime. Specifically we exploit 
location information of sensors and randomly select witnesses located in ring area to verify legitimacy of sensors and to 
report detected clone attacks. The ring structure facilitates energy efficient data forwarding energy along the path 
towards the witnesses and sink. We theoretically prove that the proposed protocol can achieve 100 percent clone 
detection probability with trustful witnesses. As the duplicated sensors have identical statistics. Due to the low cost for 
sensor duplication and deployment, current clone detection protocols with random witness choice scheme, the desired 
buffer storage of sensor is commonly depending on the node frequency, even in our proposed protocol, the desired 
buffer storage of sensors of objective n but a characteristic of  n of the hop duration of the network radius. 
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I. INTRODUCTION 

Wireless sensor networks have seen tremendous  advances and utilization in the past two decades .starting from 
petroleum exploration, mining, weather and even battle operations all of  these require sensor applications. One reason 
behind the growing popularity of sensor is that they can work in remote areas without manual intervention. All the user 
needs to do is to gather the data sent by the  sensors, and with certain analysis extract meaningful information from 
them. Usually sensor applications involve many sensor deployed together. These sensors form a network and 
collaborate with each other to gather data and send it to the base station. The base station acts as the control centre 
where the data from the sensors are gathered for further analysis and processing. In a nutshell, a wireless sensor 
network (WSN) is a wireless network consisting of spatially distributed nodes which use sensors to monitor physical or 
environmental conditions. These nodes combine with routers and gateways to create a WSN system. 
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The basic components of a node are 

Sensor and actuator – an interface to the physical world designed to sense the environmental parameters  like pressure 
and temperature. 

1. Controller – is to control different modes of operation for processing of data. 
2. Memory – storage for programming data. 
3. Communication- a device like antenna for sending and receiving data over a wireless channel. 
4. Power supply - supply of energy for smooth operation of a node like battery. 

 
II. RELATED WORK 

In literature survey, providing the related background and work on each part is listed as: 

Z.Zheng[1] proposed an energy-efficient location-aware clone detection protocol in densely deployed WSNs, which 
can guarantee successful clone attack detection and maintain satisfactory network lifetime. An area based scheme is 
proposed by Naruephiphat. In this scheme, a node having maximum number of neighbours is selected as the 
central node. Then, the network is divided into sub-areas. Each sub-area has equal angle around the central 
node. A witness node is selected in each sub-area using the method similar to the one used to select the central 
node. A node sends its location-claim to the witness node of its area.  If a witness node detects a location 
conflict, then it broadcast a conflict notification to all nodes in the network. On reception of claims without 
conflict, the witness node sends these claims to the central node for further detection of replica at network 
level. In this scheme, sub-areas can be scaled easily by dividing their angles. However, this scheme is subject 
to single-point of failure. Moreover the communication overhead is quite high in inter sub-area replica 
detection. 

III. PROPOSED SYSTEM 

In the proposed system an energy efficient ring based clone detection protocol (ERCD) protocol to achieve high clone 
detection probability with random witness selection, while ensuring normal network operations with satisfactory 
network lifetime of WSNs. 

The ERCD protocol can be divided into two stages: witness selection and legitimacy verification 

Developing the system construction model, to evaluate and implement the proposed system. In this module, we 
consider a network region with one base station (BS) and an enormous number of wireless sensor nodes randomly 
distributed in the network 

The sink node is the origin of the system coordinator. Based on the location of the BS, the network region is virtually 
separated into adjacent rings, where the width of each ring is the same as the transmission range of sensor nodes. The 
network is a densely deployed WSN, i.e. for each  node, there exist sensor nodes located in each neighbour ring and for 
each  ring, in the each ring, there are enough nodes to construct a routing path along the ring. 

By introducing the distributed clone detection protocol, namely ERCD protocol, which can achieve a high clone 
Detection probability with little negative impact on network lifetime and limited requirement of buffer storage  

Capacity.The ERCD protocol consists of two stages: witness selection and legitimacy verification. In witness selection, 
a random mapping function is employed to help each source node randomly select its witnesses. In the legitimacy 
verification, a verification request is sent from the source node to its witnesses, which contains the private information 
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of the source node. If witnesses receive the verification messages, all the messages will be forwarded to the witness 
header for legitimacy verification, where witness headers are nodes responsible for determining whether the source 
node is legitimacy or not by comparing the messages collected from all witnesses. If the received messages are 
different from existing record or all the messages are expired, the witness header will report a clone attack to the sink to 
trigger a revocation procedure. 

PROBABILITY OF CLONE DETECTION 

Designing a distributed clone detection protocol with random witness selection by jointly considering clone detection 
probability, network lifetime data buffer storage, Initially, a small set of nodes are compromised by the malicious user. 
maximizing the clone detection probability by Utilizing the clone detection protocol,, i.e. the probability that cloned 
node can be successfully detected, to ensure the security of WSNs In distributed clone detection protocol with random 
witness selection, the clone detection probability generally refers to whether witnesses can successfully transmitted 
from the source node to its witnesses. 

ENERGY CONSUMPTION AND NETWORK LIFETIME 

In WSNS, since wireless sensor nodes are usually powered by batteries, it is crucial to evaluate the energy consumption 
of sensor nodes and to ensure that normal network operations will not be broken down by node outage. Therefore, we 
define the network lifetime as the period from the start of network operation until any node outage occurs to evaluate 
the performance of the ERCD protocol. 

We only consider the transmission power consumption, as the reception power consumption occupies little percentage 
of total power consumption. Since witness sets in our ERCD Protocol are generated based on ring structure, sensor 
nodes in the same ring have similar tasks. To simplify the analysis, we suppose that all sensor nodes in the same ring 
have some traffic load, 

Our analysis in this work is generic, which can be applied to various energy models. A node inside (outside) ring k 
refers to the node which locates in the ring with the index smaller than (larger than) k. First, we analyze the traffic load 
of each sensor node, such that the energy consumption and network lifetime can be derived based on it. By using the 
ERCD protocol, traffic load of each sensor node consists of normal data collection, witness selection and legitimacy 
verification. 

IV. EXPERIMENTAL SETUP 

Python 2.7 version in UBUNTU is used to execute and run the program and other needed. Few packages of Python are 
being installed to get the accurate result. 

V. RESULTS 

Chooses the number of packets sent to the server and then the timer starts. The packets are sent and not if not, it will 
resend the packets when the timer starts. If the acknowledgement lost it will resent the packet after resending the 
packets it will receive the packets and the acknowledgement will be sent to the client   
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Clients sending the packets are shown below 

 

Fig 1 Client.py 

 The detection of the clone is done. And the client sends the packets to the server for the acknowledgement. 

Choose the number of packets to be sent to the server and then the timer starts. The packets are sent and if not, 
it will resend the packets when the timer starts. If the Acknowledgment lost, the packets are resent and this is 
shown below: 

 

                 Fig 2 client.py 
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 If the packets are not sent, then re-sending of packets can be done. And then the timer begins.  

 

Fig.3 server.py 

The server screen is shown below. It will receive the packets send by the client. After receiving the packets the 
acknowledgement will be sent to the client. 

 

Fig 4 Server.py 
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Finally the packets are received to the server and acknowledgments are sent for the received packets to the 
client. 

VI. CONCLUSION 

We have proposed distributed energy efficient clone detection protocol with random witness selection. Specifically we 
have proposed the ERCD protocol, which includes the witness selection and legitimacy verification stages. Both of our 
theoretical analysis and simulation results have demonstrated that our protocol can detect the clone attack with most 
probability 1, since the witnesses of each sensor node is distributed in ring structure which makes it easy be achieved 
by verification message. In addition, our protocol can achieve better network lifetime and total energy consumption 
with reasonable storage capacity of data buffer. This is because we take advantage of the location information by 
distributing the traffic load all over WSNs, such that the energy consumption and memory storage of the sensor nodes 
around the sink node can be relieved and the network lifetime can be extended. In our future work, we will consider 
different mobility patterns under various Network scenarios. 
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